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1. Introduction to Cybersecurity and
Fundamental Concepts

Cyber,

When searched, the response states:
“The term cyber could not be found.”

650.608.052

Cybersecurity, as defined by the International
Telecommunication Union (ITU), refers to:

“The collection of methods, policies, concepts, guidelines, risk
management approaches, activities, trainings, best practices,
and technologies used to protect the information assets of
institutions, organizations, and users.”
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1. Introduction to Cybersecurity and
Fundamental Concepts

Cyber Asset

A cyber asset refers to tools, processes, documents, plans,
documented ideas, data, or information that exist within
digital environments.

A cyber incident is a situation in which cyber assets are
affected, compromised, damaged, or subjected to
unauthorized access, resulting in various forms of
exploitation or manipulation.
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1. Introduction to Cybersecurity and
Fundamental Concepts

Cyberspace

In the national strategy document, cyberspace is defined as
“the digital environment consisting of information systems
spread across the world and outer space, and composed of
networks that interconnect these systems or independent
information systems.”

Cyber Warfare

Cyber warfare refers to attacks conducted with the aim of
protecting national interests and cyber assets by damaging,
disrupting, slowing down, disabling, or seizing the opponent’s
information technology systems. Such attacks are intended to
cause harm to the adversary’s digital infrastructure, halt or degrade
their services, and secure strategic advantage within the
framework of national interests.
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1. Introduction to Cybersecurity and
Fundamental Concepts

Cyber Espionage

Cyber espionage refers to espionage activities conducted
primarily through the use of electronic and digital
environments.

Cyber Weapon

According to NATO, a cyber weapon is defined as “a
software or a piece of code with offensive capabilities
that inflicts harm on the adversary.”
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2. The Purpose and Core Objectives of
Cybersecurity

v'Digital territories

v'Personal, institutional, or national information
assets

v'Legal implications of data

v'Enhancing competitiveness and sustaining
corporate reputation
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2. The Purpose and Core Objectives of
Cybersecurity

To Protect Existing Assets

Individuals |= @ -
| | Fraud || Viruses ' LR 7o Xt
@

| | Espionage || Spyware

| | Sabotage || Malicious software

Advanced Persistent Threat

[ Destruction L] (APT) attacks Institutions
(] Protection against threats || Cyberattacks #
and hazards from various
sources, such as fire or || Hackers
flood

|:| Denial-of-service (DoS) or
service disruption attacks
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2. The Purpose and Core Objectives of
Cybersecurity

v'In Cyber Environments;
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v'Considering the rapid increase in new approaches, technologies, perspectives, and applications
such as Artificial Intelligence (Al), , Big Data, Deep Learning, and
Quantum Computing, it is evident that new threats and risks will inevitably emerge. Therefore,
the need for enhanced cybersecurity and defense mechanisms has become increasingly
significant.
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3. Confidentiality,
Availabi

ntegrity, and
Ity

Elements of Cybersecurity

Ensuring a high level of cybersecurity can
only be achieved by paying attention to and
implementing these essential principles.
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4. Examples of Cyber Attacks Worldwide
a;

Miral botaet in Action

DDoS Attack Attempts to Knock
Liberia off the Internet

TUNDMATULE SODURILE

HEV.‘:EIEC'F".‘M‘I CONQATY -;‘-. ?_"—s’ :
— Mirai 2016 —| Estonia _V%:is'a Cyber W= NotPetya/ExPetr 2017

Sony PlayStation Data
Breach

WannaCry
(Ransomware) (2017)
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4. Examples of Cyber Attacks Worldwide

Global Cyber Attacks by Year (Million) Regional Distribution of Cyber Attacks (2025)
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4. Examples of Cyber Attacks Worldwide

Cyber Attacks by Sector (2025) Financial Impact of Cyber Attacks (2025)
$10.22M
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5. E-mail Security
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5. E-mail Security

1. Fake Notifications from Social Networks

From: Supportfaceboos NN
Tot
- From: Instagram <. oo 'S - o>
Subject: Notificstion: (Z5-QS-Y&6-WO-56) 02.04.2018 Reply-to:
Date: Too
Subject: NOoATHENOAMTE Baul 3. 2OPeC
Date:

B @ nstagnam

Update your account
In an effort to make your online expecience safer and more enjoyvable, Facebook

will be implementing a3 new login system that will affect Jll Facebook users
These changes will offer new features and ncreased account secunty. Before SapascTeydTte. Mo M)‘(MM
you are able to use the new login system, you will be required to update yous NOQOIPVTENLHLIS JQOMCTEMS B8 Sawwem
e S axxaywTe. NogrsepawTe sawy an

NOSTY., STOoDoI coxpamnTe Npoduns &
Se30oMNacHOCT M NPOOOITE TS OeNnuThCA
Click here to update vour account SEMEUSTENBHLOLN MOMEHTEMI C MUDOM
From: Facebook < oo o
Teoxc Nogreasepuyere Bam . agpec
Subject: Confirmation Reguired _

Date:
Confirmation Reguired

Your Facebook account will be place on hold in 24 howurs. We sarnestly ask yow to visit the
following link to start the procedure of confirmation to avoid the cdosure of your account

To get started, please click the link befow: hitp//feceboak com % to open http://voucher SR < ontent /plugins /s _com

Thank you,
Customers Support Service.
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5. E-mail Security

2. Banking Phishing

Freers Capttal e - 2 | —
v

-
B e e e S
p=2 s

CJ

_— L ——————

L W LB SRR TVE S ATt LTI e e S ceTee WS

M AR . C— — - TR TTR AR T et Twn e enl Ty il hn—
Braare g A g TeSe

—— T TP Lt e wt cerslirier maecisT it TTLes aemLeTew T PayPal
e W €W s PR CE AT W . WS GRS v Gl T s € W " >y
el y s et . st TR e amlae Wt e e

Cme Ty T WX Iy St . P m DA WS S e Baar Castunnar, Caniftemn Wams Syl Mook S

Ches TEr PErCTact e —
e e CAr BRI e W Pum s el Tl GustT Pt C oy TOx Thee Salety GFf o

Froews SGa T T e s e e s b ri. - B CCFSEIEE TR ST BTl ST G O ETE AT D LA TS I SISt TR S T T o
e
WL A AN EE g PRI Rt T E TR TR SRR W Py SaD TEVENT s € ae T A T

SUBP@C TS s Oy b F O T T T
Fewrwe Toaratsireams B pesic: Che TSl cagoeSan T s Ar=Boe e et s et Tt vy B Pacrsoe v wwer sl « b

e
D CWNTLEE s C R RO W e ER SRS ST I T eI e e O ST e
-M e e B Pacesrn Pleane Lgociater @l et ST TTL LS. e ST B T Il T TES "
TN BArSR st SET WA ST SERV I I W Gt TS RO e Tl Rt e W S amern I Py
T b Char Py St e S eirity S s . W Seeercl T Coormlierrm Wetss M st
Merhowurdioe Konbob oweoguaroen ver oeschiet wordens As DO A Soaslihte: Be Tlanne Carsliven i
T DT W
APy A AT FLAGEL T TR TP T A T DT W A i T . S e
O meT R LT T e SO0 18 et e B osrehe s Tl e e Pl
B e 2 T T T e —— T et W @ T i MR- e T o e ke T TR —t ST -
e I e
O T ™e T S -Jore &4} ™ e L s

et mo trrpe L, - £ © s S 25

B T 1Y Gt B DB T EAGE T AT T P A P T e B T DA T A = T W e SR D e s
T ey Bt ROt e BT PRt S Shen P Borm. Sher BAC TN AT €S T T . LD TN e
D TinCer: e Cmeteme 1 s TLr G el G S g Tt e T s =
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5. E-mail Security

3. Fake Notifications from Popular Services and Vendors

From: *wET oo« S -
Reply-to:
To:
Swebject: ACTIEOMNM BE QLUESE INE TF LX) wouar accorant expire | wphoadc yorar mmyethocd Dea wTTser eyt
Date:

L ————— n>
Teoc
Subject: iIrmportanit update pour ScCounl It orermat o

Update Your Payment —

- 8 1 Artachoments (7.5 =8 Save As

Your email address i= B S voila-

e are wrsaibhle o confarTm yomar ac ot infosers
amazon
As = ressit your account has been temporarily s S —

All the services reiated 0O your acocouwnt has been suspended
Demmr CusSorTiess
Please prowvide ws with yowr details as soon as o
Iuask clsck o and Log Lo posor meet Flax arsd Fol Sorme MforTMation OM YOoOur ScooOuUnt Seerms G0 e rMmiissang Or incorrect. pleasse
upciate YyoOuwsr acoowunt INnformation ProTmEtly SO THhat we Can Contirauaee Lo engoy
2 E - a2l the Denaefits Of yOour AsmaIon Scocount,

s S 3 == - =~ « IF YO SO NOT LPAITE yOoWr INTFOoOrmMmMation Wwithiin 72 howurs we Hmuit wihat yous can
SO WA POLET ACTaDor: Sc CossTt,
Simmpily click omn The We b adcddress Delow:
= ————21

Thanks for your interess

Baest regarcs,
Aumaron Teamrm Service

Clhicia Lo Opens NMUTD /S erwewe _Seanunics-sirmoo SN T v amacoo T
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5. E-mail Securi

4. Fake Notifications from E-mail Services

From: I, A crmond <o o0 e o I
Toc
Subject: Mailbox Reguest Verification To avoid Email cdosure.
Date:

THIS MESSAGE was senT From S

Dear webmaster,

From: Email Admin <o <+ -
Your mailbox account needs to be verified To-
unused registered emails Subject: Urgent Account Updates
which are causing our system to malfunctio Date:
avoid Email closure. Your maiibox atallahl1023 account is almost full.

please follow the Instructions beiow to keep < .
Your mailbox might be close kindly click nctivate to add more MB to your mailbox

Copynght © 2018 Email Administrator . All rights reserved

Eglliow Here For Venfication Process

THhis IS o Improve our service guality. We are sorry for inconveniences

website: I A ccount Security
Copyright 2018 Inc., Customer SUppPort,
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D. k-

mail Security

5. “Nigerian Prince” Scam

Froem: Prof. pacharomad Al Jitilac S - 0L oo s as el ot
meply-to I @ @
Suebject: Cood Propgosal

Date:

ello Frienas

T hope this messag ach you 1n good healoth?
Al-Jittiracy L -
want discwuas with youw WEoes e T e more abowt me oo
inTtTernatltonal Jowrnals abowt My country Syritia. T g
online throuwugh my searching for & reliladbles person T
this great objective ..

arm

Anyway ., b 4 have & very fTmportant Anvestrment Pproject
in your country whiilich I want To discuss wiTth yoo swo
MO wer This project Ltnvolves setTting up of ultra
mall and high standard hotels in variowus lTocations
enable me have something to fall beck omn and be ren
recTiremssant immediately atToer the clvil war 1n my o
Howewver I would be dolighted to follow yowr guilidel
Tucrative Dusiness Ldeas you may Suggest ..

Froes: Morgan Sobert <y
Reply-to: privelsiD i foontas
To
Suabject: IPNVESTMENT PROPOSAL FROM ME ROBERT MORCAMN
Date:

ATTENTIONM MY FRIEND

ENVESTHRENTY SROoOPSOSAaL FROM 8 _Ffo8sEsT mOSsCan

My mame 15 MR _ROSERT MmORCAN L
Ehe former pPreoe=iden of my countsry Nicesi

asasilast me for TtThe Tranmnsaster o - O unad= o your
LTnvestment L =111 give you detatll orf the
we will proceoeed and conclude this projects
WO Iinterest To work with me 1in tThis project
Denerfic for both of ws

TtThat

Thanks and watting To hear Tor Ffurther

Yours FaltthTully
M . Rober T Mor gan

Trom you
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Repiyro- I 0 =

My Desar Froemcd,

My Dear PFriend,

s L e 1Leh

O war 2gailnst Tercor Lm.
n sabwel. Sased om tThe United States legislilattve anda
oexecutive deciszston Tor withdrawing tTroops Trom Iraqg., ¥ have been
redeployed to cove and work in Kebael on the glaeatform of North Atlenmtic
TreatTy Organtlzation (NATO). Owuwr miss1on L's Tto help Deeft up Terrorist
tTargeted states, mostTly the United StToates and the ESuropocan Unlton om
the war agalimast Terrorism,

My mame s

Ao ODivision

e Liit
=t ve

< Maszion
N The 3I=T

SCT. Larvy. ™
»

Om the other hand, I wanmnt tTo Inform yow that I and my partner { Trooper
Fames Anthony Leverett) have the zum of 4a3milillion USD, which we got
from & crudes oLl gdeal *m Irag LDefore he was killed Dy an explostion
while o & vehicle patrol. Due To this incident, I want you to receive
these Tunds on my BehaltT™ as Tar as X can be assured That my share will
be safe in your cCare wntil ¥ complete my service hered(in Afghanistan)
and come over TtTo meet with you. SAince we are working here on Official
capacity, I canmnot keep these Tunds hence my contacting yowou.

was one of Th perscnal sassistant

T am contTacting you to
country
fuends and let
without delay
will be of good

youw kKmnow how
1L¥ you declare

procesaing
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5. E-mail Security

6. E-mail Trackers
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5. E-mail Security

How Can You Disable automatic image downloads.
Protect Yourself?

Hide your IP address from advertisers.

Google’s correct e-mail address: no-reply@accounts.google.com
Incorrect e-mail address: re-rephr@accounts—google-scroogle-com
Use your workplace e-mail address strictly for professional purposes.
Do not open suspicious e-mails.

Do not click on unfamiliar web addresses.

Do not send classified or highly confidential information outside the organization
without encryption.
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6. Password Security

0010100101017 710100100101001
0100100101 100100100101

p1001001c JO1C1 VU101 10011101001

D010100° -0010()].0006 2100101001

0100100 100100101

100100 PASSWORD )10010010
OO0 1111 ’0010100101 10101010

1001001 001000011
01010100. 910010010

1001001001 ‘
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6. Password Security

Use Unique

' Passwords for
lw "Each Online

“Account




6. Password Security

Use d U bitwarden
f \p P a S S W Q r d Your data is encrypted using advanced encryption methods such
) as AES-256.

I Manager

:1\4

KeePass is an open-source and completely free password
manager. Like Bitwarden, it uses the AES-256 encryption method
to protect data. The key difference from Bitwarden is that KeePass
operates offline. This means that the file generated by KeePass
must be stored securely by the user.
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U S e a Tips for Choosing a Strong Passphrase:
J P h e Choose a phrase that is meaningful to you.
/ N a S S p ra S e e Add special characters such as
r# 1@ #$% " & * ()
I Instead Oof @ e mesene
)
e Avoid common or famous phrases, such as lyrics from a
a S S W Q r popular song...
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6. Password Security

Password Requirements

*Minimum 8 characters, maximum 64 characters.
L o
*Do not create passwords with predictable rules.
*Avoid using the “show password” option while typing.

Nulionu‘ ‘nsml"e 0’ *Use all printable characters and spaces.

*Do not use password hints (hints).

smndurds ﬂnd Tﬁfhﬂﬂ‘ogy *Do not reuse passwords periodically.

* Avoid using shared security questions, marketing data, transaction history, or similar
information for identity verification.
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6. Password Security

Password: parola
Cracking time: 17 seconds

Password: parolal23
Cracking time: 29 minutes

Password: P.arolal23
Cracking time: 2 months

Password: 123456
Cracking time: 1 second

Password: p@rol@
Cracking time: 33 seconds

Password: P@rol@.1+&
Cracking time: 15 days

DR. NIMET 0ZGUL UNSAL



6. Password Security

Password Used

Number of Users

Time Required to Cracking

In 2020’ NOF(.j Pass 1.123456 2,543,285 Less than 1 second
published a list of the 200

2.123456789 961,435 Less than 1 second
most commonly used :

3.picturel 371,612 3 hours
passwords.

4.password 360,467 Less than 1 second

. T 5.12345678 322,187 Less than 1 second

Approximately 2.5 million

6.111111 230,507 Less than 1 second
people were found to be

. 12312 1 2 L 1

using the same password. 7.123123 89,327 ess than 1 second
The tOp 5 most commonly 8.12345 188,268 Less than 1 second
used passwords were 9.1234567890 171,724 Less than 1 second
sha red by a total Of 4.5 10.senha 167,728 10 seconds
million users. 11. 1234567 165,909 Less than 1 second

12. qwerty 156,765 Less than 1 second

13. abc123 151,804 Less than 1 second

https://nordpass.com/most-common-passwords-list/ | 14 Mmillion2 143 664 3 hours
15. 000000 122,982 Less than 1 second
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/. Internet Security
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/. Internet Security

WWW, is the abbreviation for World Wide Web, which refers to the

global system consisting of billions of websites stored on web servers
around the world and the files contained within those sites.

Http, (Hypertext Transfer Protocol) is a system that regulates the

rules and methods for transferring information between web servers
hosting websites and the computers of users accessing them.

HTTPS was developed by adding a secure network protocol to the

standard HTTP protocol. In addition to HTTP on the Internet, other

widely used protocols include FTP (File Transfer Protocol), which is

responsible for file transfers, and MA".TO, which provides e-mail
services.
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/. Internet Security

URL, (Uniform Resource Locator) stands for Uniform Resource Locator, meaning “Standard Resource
Identifier.” It is the web address you type in order to access a website.

http protocol Server name Domain name
“https://www.ankara.edu.tr/uzaktanegitim
File path

Examining the Structure of a URL

* http:// indicates that we are accessing a hypertext document,

*  www shows that the document is part of the World Wide Web,

* trsignifies that the website is hosted in Turkey,

* eduindicates that the website belongs to an educational institution,

* ankara specifies that the site belongs to Ankara University,

* [uzaktanegitim shows that we are currently on the Distance Education page within the
Ankara University website.
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/. Internet Security

The https protocol is secure.

V

Secure

With this protocol, data transferred is encrypted and the website has a security certificate.

SSL Security Certificate

An SSL certificate ensures that the data on websites is encrypted, preventing it from being intercepted by third parties
and misused. It is one of the most widely used security protocols.

v

According to regulations enforced by the Ministry of Customs and Trade, e-commerce companies are required to obtain
the user’s confirmation of this agreement at the final stage of the sales process.
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/. Internet Security

What Should We Primarily Do While Browsing the

Internet?
- Access websites that start with https. R A cookie is a small data file placed on
> Block cookies. your computer by a website.
—> Browser Settings - Settings -> Privacy and Security - Block Third- - o .
Party Cookies Cookies store session information
and similar data.

Google Search settings

Privacy and Security Activity

_”. Other settings When you savg history in your :?cwunl as paﬂ of your Web & App Activity, Google
—1n Google, the safe search option can be enabled via: D soanh oy

https://www.google.com/preferences / —_—

Set preferences for personalization and explicit content to see the kind of search
results you want

U Customized Search Open
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/. Internet Security

What Should We Primarily Do While Browsing the Internet? _— .
% This certificate ensures that credit

—>Ensure that the website uses SSL (Secure Sockets Layer) or SET (Secure card information is encrypted and

Electronic Transactions) protocols. prevents it from being copied by
unauthorized parties.

—Instead of using a credit card for online shopping, prefer bank transfer (wire
transfer) or EFT.

SSL Abod  Whatis By SSLIP 8L Ceafrga Domanto Sk e Communication
S S SSL  ldentficaton  ntalfon CSR nstal S5l Traffc  Review
= Use a virtual credit card. o
— i i SSL. Certcate Inquiry
- Change your Wi-Fi password regularly and avoid connecting to unknown
e e e epey e QUESTION IF YOUR WEBSITE HASAN SSL CERTIFICATE...
networks.Note: This is important because vulnerabilities such as Key n
. . . Example: wwsssorgulama.com L Query
Reinstallation Attacks (KRACK) can be exploited.

- SSID Concealment: On operating systems such as Windows and Linux, this

) i ) ) ) ) SSID (Service Set Identifier): The
prevents nearby wireless devices from detecting your device while scanning.

identifier used for access points in
wireless networks.

CYBERSECURITY AWARENESS IN ADULT ONLINE LEARNING DR. NIMET OZGUL UNSAL




/. Internet Security

What Should We Primarily Do While Browsing the Internet?

Create a New Cownection

1. Select the time at the bottom rdight.

2. Select Settings.

9 Use a VPN. 3. In the ‘Network’ section, select Add commection.
= With an encrypted VPN tunnel, even if data transmission is intercepted, it ' o '
cannot be decrypted.

5. Follow the instructions om the screem.

comect to a VPN

1. Select the time at the bottom yxdght.
2. Select settings.

3. Im the ‘Network’ sectiomn, select the conmectiom name.

* Go to Settings > More.

* Under Wireless Connections and Networks, select VPN and set it to Always On.

» Automatic synchronization can be disabled under Settings - Accounts. < & VPN -+ H
https://www.kaspersky.com.tr/blog/android-cihazinizi-koruyun-maksimum-guvenlik-icin-10-ipucu/1781/ ‘92163'L‘ Arways-on VPN

- Using the browser’s incognito (private) mode can prevent others from Popular Browsers with Incognito (Private) Mode
collecting information about your online activities. Support

Microsoft Edge InPrivate

Google Chrome: Incognito

Motzilla Firefox: Private tab / private window
Safari: Private: Private browsing
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/. Internet Security

What Should We Primarily Do While Browsing the Internet?

- Encrypt Your Data
Encryption is the process of converting information into a form that cannot be read
by unauthorized individuals.

The Encrypting File System (EFS) is a Windows feature that enables data
encryption.EFS is directly linked to a specific user account. Once data is encrypted
using EFS, only the user who performed the encryption can access the data.

To encrypt data using EFS in all versions of Windows, follow these steps: Name
Step 1. Select one or more files or folders.

. : . . , Encrypted Fold
Step 2. Right-click the selected item - choose Properties. s

Step 3. Click Advanced. I Unencrypted Folder
Step 4. Check the box Encrypt contents to secure data. L Encrypted File.txd
Step 5. Files and folders encrypted with EFS will be displayed in green, as shown. _ Unencrypted File.bt
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9/1/2015 3:22 PM
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0
\
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Type

File folder
File folder
Text Document

Text Document




/. Internet Security

VirusTotal

VirusTotal is a free website that allows files to be scanned. It Z VIR U S TOTAL

integrates approximately 55 different antivirus programs.

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

e Files can be submitted both via the web and through e-mail.

* Due to possible errors, it cannot guarantee whether a file is
completely clean or infected with malware. The service only
scans small-sized files and URLs submitted to the platform; it
does not scan the user’s computer.

1.VirusTotal. (2010, August 12). About VirusTotal. Archived from the original source.
* VirusTotal was acquired by Google. Retrieved February 7, 2010.
q y g 2.VirusTotal. (2010, August 10). VirusTotal - Email/Uploader. Archived from the original
source. Retrieved February 7, 2010.
3.Hiirriyet. (2012, September 14). Google kendine yeni bir kalkan aldi [Google acquired a

° i i new shield]. Archived from the original source. Retrieved September 10, 2012.
I n 2007' PC WO rI d magaZI ne se IeCted VI rUSTOta I asone Of 4.PC World. (2008, June 4). The 100 Best Products of 2007. Archived from the original
t h e To p 100 P rod ucts Of t h e Yea r. source. Retrieved February 7, 2010.
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8. Social Engineering

Social engineering is an access attack that attempts
to manipulate individuals into performing actions or
disclosing confidential information.
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8. Social Engineering

2. Relationship

Buildi
® 8| ing

m

3. Exploitation

1. Informantion

Social engineers typically: Gathering

* Exploit people’s willingness to help,
* Prey on human weaknesses.

4. Execution

e o
N\

E
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8. Social Engineering

Pretexting — This occurs when an attacker
fabricates a scenario to obtain privileged Tailgating — This refers to an attacker closely
information by deceiving a person. For example, | following an authorized individual to gain physical
an attacker may pretend to require personal or access to a secure location without proper
financial details in order to verify the recipient’s credentials.
identity.

Types of Social Engineering
Attacks

Quid pro quo — This takes place when an attacker
promises something of value (such as free gifts or
services) in exchange for personal information.
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Dosya Ddazen Gérunum Gegmis Yer Imleri Araclar Yardim

¥9 Gmail - ING Bank: Giivenlik Alarmi (26 Aralik 2008) -

.~ € . &y (4] bttpy/mail.google.com/ By - I" =
i Bilgisayar Givenligi - Arama Sonucl... = | [*] Gmail - ING Bank: Giivenlik Alarm... X [iza
, e O N i
Posta Olust 5 =%
e « Gelen Kutusu noktasina geri don | Arsivie | [ spambildir | [ sit | Digeristemier 171533 Daha eski»
Gelen Kutusu (168) ’
Yildizh % ING Bank: Giivenlik Alarmi (26 Aralik 2008) Gelen Kutusu | x ¢ Yeni pencere
Sohbetler @ Tamind yazdir
? e .er = kimden ING Bank <services@ingbank.com.tr> aynntilan gizie 14:08 (9 dakika 6nce) 4 Yanitla| ¥
Gonderilmis Postalz : - B
kumne e i@amall.com Sponsorlu Baglantilar
Taslaklar (19) tarih 26 Aralik 2008 Cuma 14:08
Tum Postalar konu ING Bank: Giuvenlik Alarmi (26 Aralik 2008) Posta Kutusu
Spam (482) | gonderen box135.bluehost.com| Mailbox & telephone answering
¢ e = = everywhere in the world with
Cop RS Giivenlik Alarmi Hogius .
Kisiler ING Bankacilik hesabimizin hizmet suresi dolmak tzeredir. -EegUs.com.1L
= Sohbet Asagidaki linki kullanarak hesabiniza ulasabilir ve hesabimizi tekrar aktif hale getirebilirsiniz. Cek Bilgi Veritabam
Haber-Aragstirma-Raporlar-Analiz
Ara, ekle, ya da dav En iyi sirket-sektor bilgi Kaynag:
www.securities.com
© 2008 ING Bankas A.S.|- Her hakki sakiidir. Aralik Mimarhk
Magaza Ofis Konut Kuafor Tasarnm
Tel: 0212 291 09 80 Nisantasy/ IST.
www.aralikmimarlik.com
4 Yanitla = Yonlendir =
Bankacilik Ve Finans
Okuyarak degil, izleyerek ogrenin.
TEB Kobi TV ile isinizi buyatin
TEBkobitv.com/Avrupa-Birligi
U.S. FDA Gov Registration
Register your Company with F.D.A.
- Comply with U.S. Bioterrorism Act
www.RegistrarCorp.com/FDA
egeneklery Kisi Ekle i 2]
http://chiangmaioutsource.com/images/www.ingbank.com.tr/default.asp?redirect=73882492707300FLHHVI31 I S ’i Su anda: Kismen gtinesli, 0°C H Cum:0°C 47 | Cts:-1°C =

e =
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8. Social Engineering

HAld9 U e 9|5 Warning Alert! - Message (Plain Text) =&

\ P - ag o =z 53 [ Rules - (¥ Mark Unread a‘ Ee) -
iy Ignore x ] a 3 # Create New .
' l_'—l nlli—l OneNote 5 %-

E.' Categorize ~

Check the Sender Information

& Junk = Delete | Repl _ Translate | Zoom
. . ) tions ~ | ¥ Follow Up ~ - g -
Delete From"” addresses are easily forged T . Editing Zoom
© You inrwanld this message on 4,02/2013 11:18 a.m..
From: helpdesk@otago.ac.nz <ag @uwm.edu> Sent: Sat 2/02/2013 10:08 a.m.
To:
Cc
Py . ,
SIEH e This link goes to “to.ly”, not the —
University of Otago. E3l
e,
You Are Currently Running On Low GB Due To Hidden Files And Folder On Your Mailbox,Please Click Herg http://to.ly/iTz
To create more space on Your Mailbox And Increase Your Quota. =
Thanks For Co-operating with Us.
©2013 Unoversity Of Otago.
b
\_Il Mo name or other contact details. —
o See more about: helpdesk@otago.ac.nz. (4 »
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8. Social Engineering

Why Social Engineering Attacks

1. The Weakest Link in the Security Chain is Human
2. Organizations consider their security measures suffici
from a technical perspective.
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8. Social Engineering

Who is Kevin Mitnick?

v" 56 years old (06-08-1963). He is
considered the greatest hacker
of all time.

“Social Engineering Was
One of the Most Powerful
Weapons in My Arsenal”

“The Human Factor Is
Actually the Weakest Link
in Security”

“The Problem Lies Not in
the Machines, But in the

Human Factor”

v’ After spending 5 years in
prison, he was released on
parole in 2000.

v One of the conditions was not
to touch a phoneor a
computer.
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9. Laws Related to Cybersecurity

v ENISA *
(EU Cybersecurity Agency) ** =
» emnisa
A

Countries

Countries - Cybersecurrity Strategies

(87 Countries, 133 Currenttraies)

https://afyonluoglu.org/siberguvenlik/
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